YOUR SECURITY IS OUR PRIORITY.
As a reminder to all of our customers,
Huntingdon Valley Bank will never request
you to remit funds or send your personal
information via e-mail, text, or phone!

FRAUDULENT EMAIL AND TEXT SCAMS

Learn how to detect and report suspicious email and text messages that appear to be from
Huntingdon Valley Bank. If you encounter a suspicious email or text message don’t respond, click on
any links, or open attachments. DO NOT SEND ANYONE ANY MONEY.

IF YOU RESPONDED...

If you clicked on a link, opened an attachment, or provided personal or financial information,
call us immediately at 215-947-1300.
For your security, Huntingdon Valley Bank may contact you by email or phone regarding your card or
account activity. When Huntingdon Valley Bank contacts you, we will not ask for your card PIN,
access code, or other sensitive information like your online banking username or password.
Huntingdon Valley Bank will never request you to wire funds via e-mail, text, or phone. If you are
uncomfortable about a request for information, do not respond and instead call the number on the
back of your card to verify the authenticity of the request.

HOW TO RECOGNIZE A FRAUDULENT E-MAIL

Phishing emails are becoming more sophisticated and difficult to distinguish from legitimate emails. By
impersonating a reputable company’s communications, these emails tend to use clever and compelling
language, such as an urgent need for you to update your information or communicate with you for
your security. To spot a phishing email, look for a combination of red flags. In this example, notice:
Non-HVB Email Address: The email address of the sender does not include the myhvb.com
domain name, instead using something like “myhvbb.com,” or something designed to
closely resemble myhvb.com.
Urgent Call to Action: The email includes an urgent request in the subject line and message
copy, such as “for your protection and for security reasons.” Phishing emails may also
contain extra spacing or unusual punctuation in addition to other red flags.
Suspicious URL: The email contains a link to a non-HVB URL, which could be a fraudulent
website. If you’re using a laptop or desktop computer, you can check a link’s URL by
hovering over it with your cursor, and the URL will show in your browser window

HOW TO RECOGNIZE A FRAUDULENT TEXT

Phishing texts use similar techniques as phishing emails: a sense of urgency to secure your account,
using words like “limited,” “locked,” or “deactivated” to describe your account status. Huntingdon
Valley Bank will never text you in an attempt to get you to send funds or to obtain identifying
information. All such texts should be reported to HVB immediately by calling 215-947-1300.

